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[bookmark: O_8221][bookmark: _Toc515199950][bookmark: _Ref48056045][bookmark: _Ref54887651][bookmark: _Toc68432195][bookmark: _Toc122252070]Introduction 


Electron is a free and open-source software framework developed and maintained by GitHub.
The framework is designed to create desktop applications using web technologies.
 (HTML, CSS, and JavaScript) which are rendered using the Chromium browser engine,
 and a backend using the Node.js runtime environment

Official site is:
https://www.electronjs.org


[bookmark: _Toc122252071]Pros and cons 

[bookmark: _Toc122252072]Pros

Electron is a free and open-source software framework developed and maintained by GitHub.

                  Used to create desktop application for Windows, MacOS or Linux using Web technologies         (HTML, CSS, Javascript)
                 
[bookmark: _Toc122252073]Cons

· Cannot be used in mobile phones.
 
· The electron application includes Chromium browser code, 
                 therefore, always has a huge file size. 
                 Electron application for Windows OS take about 300Mb disk space.
It uses a lot of RAM memory and processor power.

· Possible security issues:
Node is open source, so could contains malicious code.
See for example:
https://securityaffairs.co/wordpress/129174/hacking/node-ipc-npm-package-sabotage.html
· Javascript code can be stolen. 
The Files aren’t encrypted and anyone can get copy of the code.
· If application has native dependencies, it can be compiled only in target platform.
(e.g. macOS code signing works only on MacOS)
                   
[bookmark: _Hlk121236140]                    More about Electronjs pros and cons see:
                   https://ded9.com/introducing-the-electron-js-framework-its-advantages-and-disadvantages
                   https://javascript.plainenglish.io/is-electron-the-best-desktop-framework-to-use-in-2021-e525638b9b6a

[bookmark: _Hlk121236165]                   Microsoft Teams2 will use webview2 instead Electron, see:
                   Microsoft Teams 2.0 will use half the memory, dropping Electron for Edge Webview2
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Note: 
   Electronjs 2016 courses from https://www.pluralsight.com  are not usable now,
   because Electronjs API and security model are changed.

    Better use the tutorial:
    https://www.electronjs.org/docs/latest/tutorial/tutorial-first-app

mkdir electron1
cd electron1

npm init
npm install electron --save-dev

Please create main.js and index.html using the tutorial

Let add to package.json file  NPM “start” command:
{
  "name": "electron1",
  "version": "1.0.0",
  "description": "Simple electron application",
  "main": "main.js",
  "scripts": {
    "test": "echo \"Error: no test specified\" && exit 1",
    "start": "electron ."
  },
  "author": "Igor K",
  "license": "MIT",
  "devDependencies": {
    "electron": "^22.0.0"
  }
}


To start electron application in DEVELOPING MODE let use

npm run start  
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Electronjs uses 2 processes:

- main process (unlimited Node API access)
- renderer (limited to Web API as normal browser)


You cannot catch in renderer process HTML button on click event and call Node API to create or delete some file.

Rendered  process cannot call Node  API to file access.
Main process can use Node API, but does not have access to HTML file.
To resolve the problem - programmer should use main / renderer processes communication.

preload.js script.
Preload script contains code that runs before your web page is loaded into the browser window. It has access to both DOM APIs and Node.js environment, and is often used to expose privileged APIs to the renderer via the contextBridge API.

main.js


const { app, BrowserWindow, ipcMain } = require("electron");
const path = require("path");
const { promises: { readFile } } = require("fs");

let win;

app.whenReady()
    .then(() => {
        win = new BrowserWindow({
            width: 800,
            height: 600,
            webPreferences: {
                preload: path.join(__dirname, "preload.js"),
            },
        });
        win.loadFile("index.html");

        win.webContents.openDevTools();
    });

app.on("window-all-closed", () => {
    console.log('app on "window-all-closed"');
    app.quit();
});

//
// Receive message from renderer process
//
ipcMain.on("start-button-pressed", async (ev, arg) => {
    console.log('main: on "start-button-pressed"', arg);

    // Use privileged Node API.
[bookmark: _Hlk121325854]    const fileName = './test.txt';
    let data;
    try {
        data = await readFile(fileName, 'utf-8');
    } catch (e) {
        console.log('file reading error', e);
    }

    console.log("main: send message to renderer");
    win.webContents.send("message", { fileName, data });
});


preload.js – inject to renderer process communication code:

const { contextBridge, ipcRenderer } = require("electron");

// add to renderer API: window.comm 
contextBridge.exposeInMainWorld("comm", {
  send: (name, ...args) => {
    ipcRenderer.send(name, ...args);
  },
  on: (name, func) => ipcRenderer.on(name, (...args) => func(...args)),
});

renderer.js
(renderer is normal browser code, it can communicate with main process if need execute privileged operation, e.g. read file)

// window.comm added by preload.js

document.getElementById("start_button_id").onclick = () => {
  console.log("Renderer: Start button pressed");
  comm.send("start-button-pressed", {renderer_arg1: 'renderer arg1'});
};

comm.on("message", (sender, arg) => {
  console.log('Renderer: on "message"', arg );
});
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So far, I have been running the electronjs application in test mode. Now we will make the installer.
There are many possible packager/installers/updaters. 
https://stevenklambert.com/writing/comprehensive-guide-building-packaging-electron-app/

Will be used recommended Electronjs Forge installer:  https://www.electronforge.io/

It can create installer for Windows, Mac and Linux. 
To create installer for Mac we have run Electron Forge in Mac, the same for Linux.
Because I use Windows, I will build Window installer.

// Optional – copy the directory with dev electron project.
[bookmark: _Hlk121668216]xcopy electron2 electron2_forge\  /E/H
cd electron2_forge

// install electron forge and convert dev project.
npm install --save-dev @electron-forge/cli
npm exec --package=@electron-forge/cli -c "electron-forge import"

// create windows installer.
npm run make

Installer exe file will be saved in directory. 
\electron2_forge\out\make\squirrel.windows\x64\electron2-1.0.0 Setup.exe
Installer size is 93Mb

If start the file, the program will be installed and started.
No icon created, but in Windows Task Manager can be seen that program was installed in C:\Users\<user> \AppData\Local\electron2
Directory (includes subdirectories) size is 307Mb 
In task manager can be seen used RAM is 112Mb
Program is waiting, but used 2% CPU

Worse that the file ./test.txt does not exist after packaging, so it cannot be open.
It works if use absolute path to external file, e.g.: 
    const fileName = 'D:/dev/electron/electron2/test.txt';


Summary: 
  The electron2 installation is successfully created.
  There is missed desktop/start menu icon
  The very simple program is huge !  
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mkdir electron3
cd electron3

npm init
npm install electron --save-dev


main.js

const { app, Menu, BrowserWindow } = require("electron");
// const path = require("path");
let win;

app.whenReady()
    .then(() => {
        win = new BrowserWindow({
            width: 800,
            height: 600,
            webPreferences: {
                //preload: path.join(__dirname, "preload.js"),
            },
        });
        win.loadFile("phone/index.html");

        Menu.setApplicationMenu(null);
        
        win.webContents.on("before-input-event", (event, input) => {
            if (input.control && input.shift && input.key.toLowerCase() === "i") {
                event.preventDefault();
                win.webContents.openDevTools();
            }
        });

        app.on("window-all-closed", () => {
            console.log('app on "window-all-closed"');
            app.quit();
        });
    });


In the example does not used inter-process communication, so no need file:  preload.js


All  single call phone prototype files copied from tutorial into electron3/phone sub-directory.

Electron3/phone/index.html  changed location of libraries:

    <script defer src="ac_webrtc.min.js"></script>
    <script defer src="utils.js"></script>
    <script defer src="config.js"></script>
    <script defer src="phone.js"></script>

phone/config.js changed (because I don’t think that electonjs supported service workers)
useServiceWorkerNotification: false


The application can  be started in test mode:
npm  run start


Next step convert the example to Windows installer:
cd ..
xcopy electron3 electron3_forge\  /E/H
cd electron3_forge

// install electron forge and convert dev project.
npm install --save-dev @electron-forge/cli
npm exec --package=@electron-forge/cli -c "electron-forge import"

// create windows installer.
npm run make

The script wrote: 
   “Artifacts available at: D:\dev\electron\electron3_forge\out\make”

Let start the installer “D:\dev\electron\electron3_forge\out\make\squirrel.windows\x64\electron3-1.0.0 Setup.exe”


Installer exe size   is 92Mb


If run the installer it will install the application and start it.
We can check in task manager the exe file location :
C:\Users\<user>\AppData\Local\electron3\app-1.0.0

Web Push	‎6. Create Electron WebRTC phone prototype
Size of directory tree of C:\Users\<user>\AppData\Local\electron is 310Mb


To start it again you can create shortcut  of  C:\Users\<user>\AppData\Local\electron3\electron3.exe
in Windows desktop.


Phone testing:

1. Electron simulate somehow local storage -  so in the next start user account restored.
2. Call logs works it means that indexed.db supported.
3. Select devices WebRTC API works as in normal Chrome browser.
4. Audio call and video call  works as should.
5. If close application during call it don’t closed in other side. It means that browser callback ‘onbeforeunload’ don’t work as should.
Seems it is known issue https://github.com/electron/electron/issues/20746
It should be fixed now, but I still see the problem.
Possible workaround is:
Handly trigger beforeunload event before destroy 
webContents.executeJavaScript('window.dispatchEvent(new Event("beforeunload"))');

6. Incoming call notification (without  service worker) works.

Web Push	‎6. Create Electron WebRTC phone prototype
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